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Bibliogov, United States, 2013. Paperback. Book Condition: New. 246 x 189 mm. Language: English . Brand New
Book ***** Print on Demand *****The federal computer fraud and abuse statute, 18 U.S.C. 1030, outlaws
conduct that victimizes computer systems. It is a cyber security law. It protects federal computers, bank
computers, and computers connected to the Internet. It shields them from trespassing, threats, damage,
espionage, and from being corruptly used as instruments of fraud. It is not a comprehensive provision, but
instead it fills cracks and gaps in the protection afforded by other federal criminal laws. This is a brief sketch of
Section 1030 and some of its federal statutory companions, including the amendments found in the Identity
Theft Enforcement and Restitution Act, P.L. 110-326, 122 Stat. 3560 (2008) (H.R. 5938 (110th Cong.)). In their
present form, the seven paragraphs of subsection 1030(a) outlaw: computer trespassing (e.g., hacking) in a
government computer, 18 U.S.C. 1030(a)(3); computer trespassing (e.g., hackers) resulting in exposure to
certain governmental, credit, financial, or computer-housed information, 18 U.S.C. 1030(a)(2); damaging a
government computer, a bank computer, or a computer used in, or affecting, interstate or foreign commerce
(e.g., a worm, computer virus, Trojan horse, time bomb, a denial of service attack, and other forms of cyber
attack, cyber crime, or cyber terrorism), 18 U.S.C. 1030(a)(5); .
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